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Functional Decomposition Problem — 1/2

Leth = (hy,...,hy) € K[xq,...,Xxp]Y. We shall say that:

(f:(f1,...,fu),g: (g1,...,g,,)) 6K[X1,...,Xn]u ><]K[X17...,Xn]n7

is a decomposition of h if:

h=(fog)=(fi(91.---.9n)---, (g1, .. 9n))-

A decomposition (f, g) of h is never unique, VS € GL,(K) :

h(x) = f(g(x) - S7'S).

= (f(x- S),g(x)- S7!) is also a decomposition of h.



Functional Decomposition Problem — 2/2

FDP(dy, dg)

Input: h = (hy,..., hy) € K[xq,..., x,]" and integers df, dy > 1
Find: a decomposition:

mf=(f,....f) eKXx,...,x5]"
Bg=(91,...,9n) €K[xq,...,x]",
such that:

{ h= (fog) = (f1(g17~-~7gn)a"'afu(g17~~-7gn))1
deg(f) = d, and deg(g) = dj

m f=(fi,...,f,) are supposed to be of the same degree d;
m g=(91,...,9n) are supposed to be of the same degree dj
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Multivariate Cryptograhy : 2R~ Schemes

Secret key

m Lo, Ly, Lp in GLy(K)

m two sets of polynomials « and ¢ of K[x1, ..., xp]"
Public key

h(x) = (h1(X), ..., hu(X)) = V(o(X - Lo) - L1) - Lo.

[§ L. Goubin, J. Patarin.
Asymmetric Cryptography with S-Boxes.
ICICS97.

[§ J.-C. Faugére.
Symbolic Computation and Cryptography.
Tutorial, ISSAC 2009.
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An Efficient Algorithm for Decomposing Multivariate
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in Coding Theory and Cryptography".

Old algorithm

FDP(df, dg) — (FDP(df — 1, dg),FDP(d; — 2, dy),. .., FDP(2, dy))
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Preliminary Remarks — 1/2

Let:

(f=(f,....f),9=1(91,-..,9n)) € K[x]¥ x K[x]",
be a decomposition of h = (hy, ..., h,) € K[x]".
Forall i,1 < i < u, we have:

hi: fi(g17~--7gn)-

= f can be obtained from g by solving a linear system.
m O(u-CY. ) equations

d
m u-CJ , unknowns



Preliminary Remarks — 2/2

m We suppose that the polynomials (f, g) of a decomposition
of h are |homogenous of the same degrees d; and dj.

A decomposition (f,g) of h is never unique, VS € GLy(K) :

h(x) = f(g(x) - S7'S).

= (f(x- S),g(x) - S7!) is also a decomposition of h.

m Find a basis:

£(g) = Vectx(91,---,9n)-



Intuition — 1/2

’ Example : we consider FDP(3,2).‘
Let (f=(f,....£.),0 = (g1.---.9n)) € KX] x K[x]" be a (3,2)

decomposition of h = (hy,..., h,) € K[x]Y. Forall i,1 <i<u:
hi=1(g1 .. gn) = Y. £ nOkIiGm:
1<k, ,m<n

With f; = 371 ¢ men fe 1XkXeXm. We have then:

oh; P
o= 2 ) (gegmg" + gkgm% + Ok O 8g)(m>
J 1<k,¢,m<n ) )

oh;
0T = < x [1<i<u1<)r< n> C (Xk-9e-Gm)1<k.e,m<n-



Intuition — 1/2

’Example : we consider FDP(3,2).‘

Let (f=(f,...,f),9=(91....,9n)) € K[x]¥ x K[x]" be a (3,2)

decomposition of h = (hy,..., h,) € K[x]Y. Foralli,1 <i<u:
hi=1(g1,....00) = > f;gz,mgkgfgmv
1<k,,m<n
d2h; (i) 99, 0 09 9gm | gk Ogm
D DR <a€(k ax Im + Ok B+ ax o 9+
1=7r 1<k,l,m<n

99k 090 990 9gm | 99k 99m
ox ox; Im T 9k ax, ax; T axe ox 9t

%9k g 2gm
ax0x 99m + xax, ImGk + gxox IKIt |-

New approach




Intuition — 2/2

’ Example : we consider FDP(3,2).‘

Let (f=(f,....f),9=(91....,9n) € K[X]“ x K[x]" be a
(3,2) decomposition of h = (hy, ..., hy) € K[x]".

(92/7,' () 9
99k 99 990 09m | 99k Ogm
OX:0X - Z fkfm ax; 3X,gm+g ax; Ox; + ox; axrg ly +
GO Xr
1<k, l,m<n
99k 99, 99¢ 0gm | Ogk 9gm
X 9x; 9m + Gk, X + ox ox; 9e
%0k 2%g, 2%gm
8)(/8Xrg£gm + 8)(]8Xrgmgk + axlaxrgkgé .
Thus

02h;
821/-, = <8X/aXr | 1<i<uA <j r< n> - <Xk‘XZ’gm>1§k,£,m§n-



99k 99: 990 99m | 99k gm
<8Xj ox, Im + Gk ox; Ox; + ax; ox It +

k,,m
X;0X, 4
0Xj0%r 1<k,6,m<n
99k 99¢ 99¢ 9gm | Ok OGm
Ox; 0X 9m + Gk Ox, 0x; + 0x; Ox; g
6x8x,gégm + 8x 6x, ImGk + 8x Bx, gkgf) .
Xk * Xm - Qv
82h;
A— OXjOXr

If Rank(A) = n®, then x2 - g; € 9Z2,forall i,1 < i< n.



\ m be a monomial of degree 6.

0°h; 0 d
. _ Ogk 0g¢ 09¢r Ogm 99k 9Gm
m il Z m-fom ox; ox Im T Ik % ax, T ox ox, 90 T
ax/axr 1<k,l,m<n ! !

99k 990 990 99m | 9k 99m
X, Ox; Im + Gk K Dx, X + Ox, 0x; g

g 9 %9
OX;0X; 9egm + ax,ax,gmgk + 8x,6x,gkg@ ’
/
m - ge

C ohy
5 — BX/-BX,

If Rank(A}) = #columns(4}), X572 - g; € 972, for all i,1 < i < n.



Intuition — FDP(d}, 2)

Let (f=(fi,...,f),9=1(91....,9n) € K[x]¥ x K[x]" be a
(df, 2) decomposition of h = (hy, ..., h,) € K[x]Y. We can write:

Hldi—1
8/1)([1 a/ Xlr = Z pk X1) gk7

with px homogeneous poly. of degree d; — 1.
We now consider:

g, — | 990
8!1x, . ~8/'rx,-, ’



Key Idea of the Algorithm — 1/2

Let (f=(f,...,f),9=(91....,9n) € K[X]Y x K[x]" be a
(d, 2) decomposition ofh = (hy, ..., h,) € K[x]Y, and:

m - gy

, T 9U—Dp,
A(S = oh Xy "'aj’Xiy

If Rank(A}) = #columns(Aj), for some 6 > 0, then:

5+df—1

Xp g€ 04N, foralli,1<i<n.



Key Idea of the Algorithm — 1/2

Theorem

Let (f=(f,...,f),9=(91....,9n) € K[X]Y x K[x]" be a
(d, 2) decomposition ofh = (hy, ..., h,) € K[x]¥ If
Rank(Aj§) = #columns(Aj), for some § > 0, then:

Xyt g € 99Ty foralli, 1 < i< n.

“Generic" bound can be obtained on §.

m For “small values" of u and n, such ¢ never exists.
m In FDP(2,2), we must have n > 6 (if u = n).




Key Idea of the Algorithm — 2/2

AT xp T = {p EK[Xt, ..., X | p-x) ¥ e az,ﬁdf*”} .

Corollary

Let (f=(f,...,f),9=(91....,9n) € K[X]“ x K[x]" be a
(df, 2) decomposition of h = (hy, ..., hy) € K[x]".

If Rank(Aj§) = #columns(Aj), for some § > 0:

<g1 Yt gn> C az-h : Xg+df_1 .
Let G’ be DRL-Grdbner basis of 97, : x4, then:

L£(9) = Vectx(91,---,9n) C VectK(p € G | deg(p) = 2).

The equality is not valid if the decomposition is not “unique".



(Pseudo) algorithm

FDP(d; > 2,2)

Let (f=(fi,...,fu),9=1(91....,9n) € K[x]¥ x K[x]", be a
(df, 2) decomposition of h = (hy, ..., hy) € K[x]".
m Compute a DRL-Grébner basis G’ of (¢, : x0T~
for some § > 0.

m Output {p € G | deg(p) = 2}.

Old approach
FDP(dy, dg) = (FDP(d; — 1, dg),FDP(d; — 2, dy),. .., FDP(2, dy))

Advantages of the new approach

m Only one (cheaper) Grébner basis computation



Experimental Results — FDP(3,2)

u n df 6exp Ntheo ng ~T o TNew TOld
66|30 0 X2 0.01s. 0.12s.
717 |3 0 0 x2 0.02 s. 0.33s.
8 8 | 3 0 0 x2 0.07 s. 0.86 s.
151153 | 0 0 x2 10.7s. | 311.4s.
16 |16 | 3 0 0 x2 19.2 s. 577.9s.
17 |17 | 8 0 0 X,Q, 33.6 s. 1110.9 s.
4 7 |3 1 1 xS 0.04 s. 0.21 s.
4 8 |3 1 1 x3 0.1s. 0.51s.
9 |18 | 3 1 1 X,? 1349.3 s.

10 (20| 3 1 1 x3 9688.9 s.
7174070 X3 0.16s.

8 8 | 4 0 0 x3 0.65s.

9 9 | 4 0 0 x3 0.93s.
10[10|4] 0| 0 X3 75s.




Conclusion

m Method can be generalized for dy > 2 and for “mixed"
instances.
m “Generic" bound can be obtained on §.
m leads to a complexity bound.

m A rather general algorithm for decomposing multivariate
polynomials, but
m Open problem(s) related to the definition of the FDP
B Multivariate equivalent of Ritt's Second Theorem ?

m Application(s) in cryptography (stream ciphers) ?

Symbolic Computation — Cryptography — Symbolic Computation




Conclusion — con’t

Definition
Let (f=(f,...,f),9=(91....,9n) € K[x]“ x K[x]" be a
decomposition of h = (hy, ..., hy) € K[x]Y. This decomposition

is non trivial if K[hy,..., ] C K[g1,...,9n] C K[xq,..., Xn].

The FDP problem is then equivalent to find a proper
intermediate K-algebra between Kl[hy, ..., h,] and
K[x1, ..., Xn]-

Definition

We shall say that (f = (f;,...,f,),g = (91,...,9n)) is a generic
decomposition of h if the polynomials of f and g are generics.

For a generic decomposition, we conjecture that trivial cases
occur only when df =1 ordy = 1.
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